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Welcome!

BISC-MI 26th Annual Conference
October 25, 26, 27, 2022
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and Sign Out

Plenary 10: Talking about 

Technology Abuse: Perspectives 

from Abusive Partners and 

Implications for Interventions.  

Faculty: Rosanna Bellini

PH8
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Plenary 10: Talking about Technology Abuse: Perspectives from Abusive Partners and 
Implications for Interventions.
Faculty: Rosanna Bellini
Description: Previous work has examined tech abuse from the perspectives of survivors allowing us 
to learn the various types of tech abuse attacks that abusive partners use against their survivor(s). 
Such behaviours can include sending harassing text messages, threatening to share confidential 
information online, controlling access to social media accounts and surreptitious location monitoring. 
This session will share how this program complements this understanding by hearing from abusive 
partners themselves, both online and in-person about how they make sense of these behaviours. 
Through exploration of online public forums, and in collaboration with programme providers in New 
York City, this session will suggest ways for how providers can be responsive to an abusive partner’s 
perspectives as we work toward improved outcomes for survivors.

Plenary #10

Conference Faculty

Rosanna Bellini, Postdoctoral Scholar
I’m currently a Postdoctoral Associate in Information 
Science and Computer Science at Cornell University, based 
in New York City, located at the Cornell Tech Campus. I 
design, develop and deploy socio-technical systems in the 
context of intimate partner violence with specialist services, 
charities and NGOs. I’ve also been working on principles for 
justice-orientated design; the use of data-in-place for 
facilitating conversations around occupational bullying and 
harassment; and trauma-informed computing. More broadly, 
I am interested in exploring how harms to vulnerable or at-
risk populations are facilitated through digital technologies, 
and what strategies we might use to mitigate these. This has 
also resulted in musings around the role that existing 
qualitative data and data-intensive systems have to play in 
facilitating more caring approaches to societal inequalities.

Full bio at conference website

Rosanna Bellini
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BISC-MI, Wednesday October 26th, 2022

Perspectives from Abusive Partners and 
Implications for Interventions.

Rosanna Bellini, Cornell Tech, New York City

5

Talking about Technology Abuse

Rosanna ‘Rosie’ Bellini
PhD in Computer Science at Newcastle 
University (UK): Mechanisms of Moral 
Responsibilities: Designing and Deploying Digital 
Technologies with Perpetrators of Domestic 
Violence

Postdoctoral Associate at Cornell Tech 
researching the intersection between 
technology and intimate partner violence

Case lead at the Clinic to End Tech Abuse 
Frontline service for survivors
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•What do we mean by technology abuse?

•Communities of abusive partners online

•Forums on Intimate Partner Surveillance

•Digital approaches to community-driven violence 
prevention

•Choice-Point

Intimate Partner Violence

8

patterns of incidents of controlling, 
coercive, threatening, degrading and violent 
behaviour, including sexual abuse, 
emotional/psychological abuse, financial 
abuse and physical abuse

1 in 3 women, 1 in 6 men & 1 in 2 non-binary 
and transgender individuals every year in the 
United States

abusers are often absent from preventative 
approaches; symbolic responsibility placed on 
victim-survivors
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Intimate Partner Violence

9

patterns of incidents of controlling, 
coercive, threatening, degrading and violent 
behaviour, including sexual abuse, 
emotional/psychological abuse, financial 
abuse and physical abuse

1 in 3 women, 1 in 6 men & 1 in 2 non-
binary and transgender individuals every 
year in the United States

abusers are often absent from preventative 
approaches; symbolic responsibility placed 
on victim-survivors

Intimate Partner Violence

10

patterns of incidents of controlling, 
coercive, threatening, degrading and violent 
behaviour, including sexual abuse, 
emotional/psychological abuse, financial 
abuse and physical abuse

1 in 3 women, 1 in 6 men & 1 in 2 non-
binary and transgender individuals every 
year in the United States

abusive partners frequently use digital 
technologies to extend their control over 
survivors
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First Up: Hearing from You

11

Small groups on tables/break out rooms for 
10 minutes: 

1. What experiences have you had with 
abusive partners, victim-survivors and 
technology? 

2. How do you come to learn about reports 
of technology abuse?

3. What do you do about technology abuse 
when you discover it?

Hearing Back

12

Feedback and 
Reflection

11
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13

Ownership-based

• Abuser owns device/account
• Shared account/device
• Buying children devices
• Prevent use / destroy device
• Digitally control access
• Track location, monitor usage

Account/device compromise

• Call/text/message victim (from 
spoofed account)
• Post harmful content (e.g., 
threaten violence)
• Harass victim’s friends/family
• Proxy harassment

• Physical access to unlocked 
device
• Force password / pin revelation
• Remotely “hack” via security 
questions / passwords
• Install spyware / “dual-use” app
• Track location, monitor victim

• Blackmail by threat of exposure
• “Doxxing” victim
• Non-consensual intimate 
images
• Fake profiles/advertisements of 
sexual services

Harmful Messages or Posts Exposure of Private Information

14

Ownership-based
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“Let’s say you pay for my phone. If I leave you, you’re 
going to cut my phone off … I need that phone because 
my grandmother has to contact me. My grandmother is 
sick and this is the only number she has. I don’t have any 
money to buy another phone. So now, you’re controlling 
my phone. If I don’t do as you say, you’re going to cut my 
phone off. I’ve seen that happen.” (P22, case worker)

Ownership-based access

16

Ownership-based

• Abuser owns 
device/account
• Shared account/device
• Buying children devices
• Prevent use / destroy 
device
• Digitally control access
• Track location, monitor 
usage

Account/device compromise

• Call/text/message victim 
(from spoofed account)
• Post harmful content (e.g., 
threaten violence)
• Harass victim’s friends/family
• Proxy harassment

• Physical access to unlocked 
device
• Force password / pin revelation
• Remotely “hack” via security 
questions / passwords
• Install spyware / “dual-use” app
• Track location, monitor victim

• Blackmail by threat of exposure
• “Doxxing” victim
• Non-consensual intimate images
• Fake profiles/advertisements of 
sexual services

Harmful Messages or Posts Exposure of Private Information
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“I had a journal where I wrote down about things that 
were happening, altercations, and I had evidence of 
what was going on. He told me that he needed to 
update the device. He took the phone, forced the 
password out of me . . . and he deleted [my journal].” 
(P3, survivor)

Account/device compromise

18

Ownership-based

• Abuser owns device/account
• Shared account/device
• Buying children devices
• Prevent use / destroy device
• Digitally control access
• Track location, monitor usage

Account/device compromise

• Call/text/message victim 
(from spoofed account)
• Post harmful content (e.g., 
threaten violence)
• Harass victim’s friends/family
• Proxy harassment

• Physical access to unlocked device
• Force password / pin revelation
• Remotely “hack” via security 
questions / passwords
• Install spyware / “dual-use” app
• Track location, monitor victim

• Blackmail by threat of exposure
• “Doxxing” victim
• Non-consensual intimate images
• Fake profiles/advertisements of 
sexual services

Harmful Messages or Posts Exposure of Private Information
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“Something that I see often is survivors being harassed 
by abusers through social media when there is an order 
of protection . . . a lot of fake Facebook profiles very 
obviously belong to the abuser but [the survivors] have 
no way to prove it. Often it’s because that person writes 
them a message, which you can do when you’re not 
friends with someone on Facebook.” (P1, counsellor)

Harmful messages or posts

20

Ownership-based

• Abuser owns device/account
• Shared account/device
• Buying children devices
• Prevent use / destroy device
• Digitally control access
• Track location, monitor usage

Account/device compromise

• Call/text/message victim 
(from spoofed account)
• Post harmful content (e.g., 
threaten violence)
• Harass victim’s friends/family
• Proxy harassment

• Physical access to unlocked device
• Force password / pin revelation
• Remotely “hack” via security 
questions / passwords
• Install spyware / “dual-use” app
• Track location, monitor victim

• Blackmail by threat of exposure
• “Doxxing” victim
• Non-consensual intimate images
• Fake profiles/advertisements of 
sexual services

Harmful Messages or Posts Exposure of Private Information

19

20



10/27/2022

11

“. . . he shared naked pictures of me . . . he also sent 
them to [public media]. . . He took my phone and he 
sent them through private messages to friends, but he 
also sent them through my email and my [social media] 
because he had the password. ... he threatened to send 
them to [my work] . . . The embarrassment that I went 
through, the public humiliation, it ... beat me to the 
ground.” (P18, survivor)

Exposure of private information

22

Ownership-based

• Abuser owns device/account
• Shared account/device
• Buying children devices
• Prevent use / destroy device
• Digitally control access
• Track location, monitor usage

Account/device compromise

• Call/text/message victim (from 
spoofed account)
• Post harmful content (e.g., 
threaten violence)
• Harass victim’s friends/family
• Proxy harassment

• Physical access to unlocked 
device
• Force password / pin revelation
• Remotely “hack” via security 
questions / passwords
• Install spyware / “dual-use” app
• Track location, monitor victim

• Blackmail by threat of exposure
• “Doxxing” victim
• Non-consensual intimate 
images
• Fake profiles/advertisements of 
sexual services

Harmful Messages or Posts Exposure of Private Information
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Ownership-based

• Abuser owns device/account
• Shared account/device
• Buying children devices
• Prevent use / destroy device
• Digitally control access
• Track location, monitor usage

Account/device compromise

• Call/text/message victim (from 
spoofed account)
• Post harmful content (e.g., 
threaten violence)
• Harass victim’s friends/family
• Proxy harassment

• Physical access to unlocked 
device
• Force password / pin revelation
• Remotely “hack” via security 
questions / passwords
• Install spyware / “dual-use” app
• Track location, monitor victim

• Blackmail by threat of exposure
• “Doxxing” victim
• Non-consensual intimate 
images
• Fake profiles/advertisements of 
sexual services

Harmful Messages or Posts Exposure of Private Information

24

Why does technology 
abuse happen?

23
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Threat models specify: (1) Who are Attacker and Victim
(2) Attacker’s capabilities & goals

Attacker is stranger on internet who 
- Doesn’t know victim personally
- Connects from elsewhere (not 

victim’s computer, home)

Attacker is intimate partner who
- Knows victim personally, can guess 

or compel disclosure of password
- May connect from victim’s computer 

or same home
- May own the account / device

Conventionally
:

IPV:

26

Attacks not technically sophisticated, but
succeed because threat models don’t match threats

25
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“[The abuser] will post something on [social media], 
sometimes in code language . . . They’ll say things that 
they know is a threat, but you might not think it’s a 
threat at first if you’re just looking at it.” – Attorney

Attacks not technically sophisticated, but
succeed because threat models don’t match threats

Harmful messages or 
posts not detected 
by standard 
approaches

Find my phone 
& anti-theft

Dual-use apps 
repurposed as 
spyware, not 
detected by anti-
spyware tools

Family trackers

27

“It is unfair to characterize our collective failure
to rein in abusive men as battered women’s
failure to act … Why not ask about the abuser’s
willingness and capacity to initiate change and
eliminate the danger he has created?”

- Jeffrey L. Edleson, Responsible Mothers and
Invisible Men

28
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Address technology abuse in your
work with abusive partners –
whatever that might look like.

29

1.

Technology abuse 
questionnaire (TAQ)

30

 
 

Technology Assessment Questionnaire (TAQ) v5 - Developed by Cornell Tech. Find more information at 
https://ipvtechresearch.org 

Technology Assessment Questionnaire (TAQ)  
 

Make sure to cover the most pressing concern widely expressed by clients thus far 

Do you worry that your device(s) is being used to track you?  

Does the abuser show up unexpectedly or know things they shouldn’t know? 

 

Probe for risks of device compromise 

What devices do you use in your home or carry with you?  

(e.g., smartphone, iPad, tablet, desktop, laptop, kindle, echo, etc.) 

Do you currently (or have you in the past) share(d) your devices with your abuser? 

Is there any chance that your abuser has (or had) physical access to your devices?  

Does (Did) your abuser ask or demand physical access to your devices? 

Who set up the screen locks or passwords on your devices? 

Do you use fingerprint or facial recognition to unlock your devices? 

 

Probe for risks from ownership-based attacks 

Do have a shared family plan? 

Do you or does someone else pay for your phone plan or Internet access plan? 

 

Probe for risks of account compromise 

Who set up your email account or other online accounts? 

Have you ever shared any passwords with your abuser (or anyone)?  

When did you last update your passwords for your email or other online accounts?  

How do you remember your passwords?  

Do you ever take photos of your passwords?  

Is there a chance your abuser knows (or could guess) the answers to your 

password reset questions? 

Do you think your abuser has access to your accounts online? 

Do you have an iCloud or Google account? 

Do you think the abuser knows the password or has access to your bank account? 

Do you think the abuser knows the password or has access to your email accounts? 

Do you think the abuser knows the password or has access to your social media 

accounts? (Facebook, Instagram, WhatsApp, etc.) 

 

Probe for risks from children’s devices 

Do you have any children? 

Do you share devices with your children? 

Do you or does someone else pay for your children’s devices? 

Who gave your child their device? 

Does the abuser have access to the child’s device? 

www.ceta.tech.cornell.edu/
resources

29
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•What do we mean by technology abuse?

•Communities of abusive partners online

•Forums on Intimate Partner Surveillance

•Digital approaches to community-driven violence 
prevention

•Choice-Point

Discussion about experiencing technology 
abuse can be empowering.

But using tech abuse can lead to feelings of 
guilt, shame and self-censorship.

Abusive partners rarely knowingly offer that 
they have used technology-facilitated abuse 
against victim-survivors … but they are keen to  
share it in other ways …

32

Reaching abusive partners

31
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Morally grey topic areas
• … such the suspicion of sexual infidelity

Care and consideration / breadwinner role:
• What digital services do you provide for 

your family? 
• Did you set up the technology in your 

house?

Experiencing it themselves
• Describing being a victim of technology 

abuse

33

Reaching abusive partners

“Looking for insight here...recently my wife has started to 
become more social with her co-workers. She’s in a job 
where she works with a lot of men. Over the years she’s 
lied consistently about our finances, but lately, she’s also 
been lying about who she’s out drinking with. I recently 
got hold of her phone and read some of her text messages 
that I found suspicious, she says “love ya” to men and I’m 
not happy with that. She found out, got cross at me for 
taking her phone and now she’s locked it. I feel she’s 
hiding something. Any suggestions for ways around her 
password? Cheers.”

Composite example of abusive partner-authored post in an infidelity forum

34

Abusive Partner Justifications for Tech Abuse

33

34
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Abusive Partner Justifications for Tech Abuse
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Abusive Partner Justifications for Tech Abuse

35
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Abusive Partner Justifications for Tech Abuse
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Abusive Partner Justifications for Tech Abuse
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The need to gather digital 
evidence of infidelity.

The need to gather digital 
evidence of infidelity.

“I waited until he left the room 
and checked his voicemail. 

Nothing there. There are definitely 
things missing in his call log. I 

think he’s deleting them.”

39
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The need for control of their 
target’s devices/accounts.

The need for control of their 
target’s devices/accounts.

“I just know she’s added a new 
password to her system to stop me 

from getting access to her things. 
All I want to do is install a keylogger 
and I don’t think that it’s too much 

to ask.”

41
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Addressing technology abuse can
help to stop other negative,
psychological outcomes for
abusive partners

50

2.

49

50



10/27/2022

26

Putting this into Practice: Hearing from You

51

Small groups on tables/break out rooms for 
10 minutes: 

1. How can we directly address technology 
abuse in interventions with abusive 
partners?

52

Technology is neither 
good nor bad; nor is it 
neutral 

-Melvin Kranzberg

51
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•What do we mean by technology abuse?

•Communities of abusive partners online

•Forums on Intimate Partner Surveillance

•Digital approaches to community-driven violence 
prevention

•Choice-Point

54

12 month focused ethnography in DVPP-
providers

4 areas where technology could help

Being accountable to demonstrate change 

Self-awareness and perspective taking 

Acknowledging the extent of harms 

Providing support and community

53
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12 month focused ethnography in DVPP-
providers

4 areas where technology could help …

Being accountable to demonstrate change 

Self-awareness and perspective taking 

Acknowledging the extent of harms 

Providing support and community

Choice-Point: Agency and Choice

“the challenge with working with people 
who use abusive behaviours … is that 
perpetrators are often in denial about 
seeing it as abusive … and often see it as 
inevitable … that there’s no other choice”
(Facilitator, DVPP provider)

using fictional (but accurate) narratives that 
represent IPV dynamics can be more 
generative than putting someone on the 
spot.

56
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Core idea: design a system to be used inside 
a DVPP that encourages viewing (tech)
abuse as a choice and reinforces 
perspective-taking.

“the challenge with working with people 
who use abusive behaviours … is that 
perpetrators are often in denial about 
seeing it as abusive … and often see it as 
inevitable … that there’s no other choice”
(Facilitator, DVPP provider)

Choice-Point: Agency and Choice

57

designed and deployed a non-linear 
narrative interactive storytelling system 
where pre-determined choice points that 
were abusive, harmful or pro-social 
impacted the outcome of a fictive story.

deployed this system with 27 abusive 
partners across 3 in-person interventions;

Educative 2-day programs.
Rule around abusive partners not discussing 
their own experiences.

Choice-Point: Agency and Choice

58
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P19: “I am Terry [fictional character name] 
and I feel a terrible sense of guilt, total 
remorse which I hadn’t felt at all the other 
times I hit her, now I’ve got the kids and 
police involved, and I feel like everyone’s 
now gonna judge me, I mean Terry as a bad 
person …”

Digital technologies can be seen as 
providing an environment for sharing 
uncomfortable disclosures and realities.

Choice-Point: Agency and Choice

59

A27: ‘I think that we really underestimate ourselves 
as to how much control we’ve got of our decisions
because it’s what we do that affects the outcome.’ 

A20: ‘Yeah, because it is your choice.’ 

Choice-Point: Agency and Choice

60

59
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Choice-Point: Agency and Choice

A27: ‘I think that we really underestimate ourselves 
as to how much control we’ve got of our decisions
because it’s what we do that affects the outcome.’ 

A20: ‘Yeah, because it is your choice.’ 

A8: ‘Okay so I just need to keep total control of the 
situation to ensure no one gets hurt ’

61

Any tools that discuss technology 
abuse need to understand the 
pro-abuse belief systems that 
drive technology-abusive 
behaviour

62

3.

61
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Any tools that discuss technology 
abuse need to understand the 
pro-abuse belief systems that 
drive technology-abusive 
behaviour.

I’m still doing research on this! 
Get in touch if you’re interested

63

3.

Rosanna ‘Rosie' Bellini

64

Thanks to my collaborators: Emily Tseng, Nicola Dell, Jan 
Smeddinck, Thomas Ristenpart, Nicole Westmarland, Simon Forrest
and more. 

Postdoctoral Scholar at Cornell Tech

Thank you!

rbellini@cornell.edu

@rosie_bellini

If you would like a copy of any of the 
research I’ve presented here, please get 
in touch
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CE Codes for Sign In 
and Sign Out

Plenary 10: Talking about 

Technology Abuse: 

Perspectives from Abusive 

Partners and Implications for 

Interventions.  

Faculty: Rosanna Bellini

PH8 ZB64

Tonight: 7:30 pm
Show & Tell
7:30 pm Show & Tell

This informal gathering will provide attendees an opportunity to share innovative 
practices and techniques with abusive partners. Come share or listen and learn!
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Welcome!

BISC-MI 26th Annual Conference
October 25, 26, 27, 2022
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